
Detect And Prevent
NTT Communications offers outstanding Intrusion Detection 
(IDS) and Intrusion Prevention Services (IPS) to all of our 
customers. 

Our IPSs will protect you from malicious attacks originating both inside and outside 
of your network perimeter. We do this with strategically deployed and optimally 
managed IPS devices. NTT Communications’ Security Operations Centers (SOCs) 
monitor your system 24x7, and our expert staff will respond to any identified events. 
You will be attacked. Our IDS/IPS solutions will help to mitigate the impact. 
NTT Communications is security you can count on. 

Our Services

Our IPSs differ by support level. Choose the one that suits you best.

All Services 
Guarantee unlimited configuration changes/tuning during initial 30 days.

Our Basic IPS 
Gives you 3 customer requested signature, pattern, configuration, or tuning changes 
per month.* 

Our Enhanced IPS 
Gives you 9 customer requested signature, pattern, configuration, or tuning changes 
per month.* 

*Unused requests do not carry over.
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Intrusion Protection Services
NTT Communications

Get protection from the inside out with NTT Communications.

Service Levels 
NTT Communications’ IPSs have 3 

platform levels based on the power of 

the hardware.

Level 1 
(IPS to 250Mbps)

Cisco: 4215, 4240

Juniper: 10, 50, 100, 200 

Tipping Point: 50, 100

Level 2 
(IPS to 600Mbps)

Cisco: 4255

Juniper: 500, 600

Tipping Point: 400

Level 3 
(IPS to 1Gbps)

Cisco: 4250

Juniper: 1000, 1100

Tipping Point: 1200
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NIMDA
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Firewall
Anti-virus

Intrusion Prevention

Your Business



The Components

With NTT Communications’ IPSs you get:

The Basics
•	 Design and implementation of services — standalone or high-availability 
	 configuration options
•	 All hardware and software components included
•	 Support for both IPv4 and IPv6
•	 Outstanding Service Level Agreements 
		  -	Availability:
				    - 98% for Standard Availability 
		         	- 100% for High Availability 
		  -	Change Management:
				    - 4 hours for Emergency
				    - 24 hours for Standard 
				    - Times can be expedited for extreme situations
		  -	Outage Notification:
				    - 15 minutes
•	 24x7 Monitoring
		  -	Our security professionals, who know your specific network, constantly monitor 
			   and manage your system 
		  -	You’ll receive ongoing, day-to-day monitoring and continual maintenance to 		
			   keep your IPS current 
		  -	Every time someone comes into or out of your network (ie. employee surfs the 
			   web, someone accesses your Web Sever) that information is saved in your IPS  
		  -	Our security experts analyze the many alerts of the IPS system in real time —
			   you will know as soon as something bad happens

Intrusion Protection Services
NTT Communications

Get protection from the inside out with NTT Communications.

The Extras

Management tasks we perform:
•	 Oversee function of a new device or 	

	 your existing device

•	 Make necessary policy changes

•	 Update all the software and 

	 hardware when needed

•	 Ensure your box is up and running 	

	 and notify you if it’s not

Vulnerability Scans 
Done from both inside and outside 

your network, we’ll find the holes 

and give you a summary (at high to 

medium level) of your network.

Emergency Response
Security experts will help handle 

critical situations to make sure the 

appropriate escalation takes place

and all information is captured.

Contact us today to get started.
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