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NTT Communications

Managed Firewall Services

Be prepared for unforeseen threats with NTT Communications.

Access Denied

Networks are subject to a significant number of unauthorized
access attempts. Your network should be protected by
Firewalls.

NTT Communications’ Managed Firewall solutions effectively select the traffic allowed
to access your network. Our Firewalls help block undesirable network traffic so our
security personnel can minimize the likelihood of future attacks.

NTT Communications’ Firewall solution is flexible so it can adapt to new threats.
That's all while giving authorized users freedom, allowing them to take full advantage
of the network and the information traveling over it. NTT Communications was the
first ISP to offer an IPv6 Managed Firewall solution, so you can upgrade your network
and stay protected. Our Managed Firewall solutions help you implement optimal
security architecture in a manner that is also cost-effective for your organization. At
NTT Communications, our experts will manage your Firewall so your staff won't be
burdened.

OUR SERVICES
Our Managed Firewall solutions differ by support level. Choose the one that will
ensure your business optimal performance.

All Services
Guarantee unlimited configuration changes/tuning during initial 30 days.

Our Basic Firewall
Gives you 2 configuration change requests per month.*

Our Enhanced Firewall

Gives you 8 configuration change requests per month.*
And 3 emergency change requests.*

*Unused requests do not carry over.
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SERVICE LEVELS

NTT Communications’ Managed Firewall

has 3 platform levels based on the power
of the hardware.

Level 1

(1 DMZ/49 users)
Netscreen: 5 series
Checkpoint VPN-1 Edge

Level 2

(1+ DMZ/2000 users)
Netscreen: 25, 50, 204, 208
Cisco Pix: 515, 525
Nokia/Checkpoint: IP260/5,
IP350/5, IP380

Level 3

(Sec. segments/more users)
Netscreen: 500

Cisco Pix: 535
Nokia/Checkpoint: IP710+
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NTT Communications

Managed Firewall Services

Be prepared for unforeseen threats with NTT Communications.

THE COMPONENTS

With NTT Communications’ Managed Firewall you get:

THE EXTRAS

Management tasks we perform:

The Basics e Oversee function of a new device or

e Design and implementation of services — standalone or high-availability
configuration options
e All hardware and software components included
e Support for both IPv4 and IPv6
e Qutstanding Service Level Agreements
- Availability:
- 98% for Standard Availability
- 100% for High Availability
- Change Management:
- 4 hours for Emergency
- 24 hours for Standard
- Times can be expedited for extreme situations
- Outage Notification:
- 15 minutes
e 24x7 Monitoring
- Our security professionals, who know your specific network, constantly monitor
and manage your system
- You'll receive ongoing, day-to-day monitoring and continual maintenance to
keep your Firewall current
- Every time someone comes into or out of your network (ie. employee surfs the
web, someone accesses your Web Sever) that information is saved in your Firewall
- Our security experts analyze the many alerts of the Firewall system in real time —
you will know as soon as something bad happens

your existing device

e Make necessary policy changes

e Update all the software and
hardware when needed

e Ensure your box is up and running
and notify you if it's not

Vulnerability Scans

Done from both inside and outside
your network, we'll find the holes
and give you a summary (at high to
medium level) of your network.

Emergency Response

Security experts will help handle
critical situations to make sure the
appropriate escalation takes place and
all information is captured.

Contact us today to get started.

Phone: 1-877-8-NTT-NET
Email: Sales@us.ntt.net
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