NTT Communications

Intrusion Protection Services

Get protection from the inside out with NTT Communications.

Detect And Prevent

Attacking Internet connectivity. Probing for vulnerable
network entry points. Website defacement attempts. Denial-
of-service attacks. Those are just a few examples of the
malicious activity that threatens the integrity of your network
every day.

Many organizations deploy Firewalls as their sole protection against malicious
intruders. But Firewalls alone cannot detect and stop the complex, blended attack
patterns widely seen today. Your business needs a second line of defense.

NTT Communications offers outstanding Unified Threat Management (UTM) Intrusion
Detection (IDS) and Intrusion Prevention Services (IPS) to all of our customers to ensure
your network is truly protected.

THE PROBLEM. THE SOLUTION.

In addition to the limitations of Firewall security, many IT Administrators are
experiencing information overload from their network devices. They receive large
volumes of network activity but don’t have the ability to interpret the data in real time
and respond accordingly.

NTT Communications’ UTM Intrusion Detection and Prevention architecture analyzes
content and behavior in real time, enabling key applications to be deployed at the
network edge, where they can most effectively protect your network.

Your Business

o Intrusion Prevention
Anti-virus
Firewall

Slammer
Code Red
NIMDA
Slapper

MT T Communications | NTT America

NTT Communications | www.us.ntt.net | 1-877-8-NTT-NET Sl



NTT Communications

Intrusion Protection Services

Get protection from the inside out with NTT Communications.

Our UTM threat prevention system creates a stronger defense against both known
and unknown attacks. By combining a set of signatures of known attack patterns and
behavior-based analysis, we help to improve your response to malicious activity across
your network.

And our continuous Security Operations Center monitoring and formal Incident
Response processing provides you with a comprehensive threat management
program.

NTT Communications is security you can count on.

THE BENEFITS
With NTT Communications’ UTM IDS/IPS solutions, you get:

e A Single Customized Online Portal
- Our easy-to-use online portal provides you with reports that meet regulatory
requirements and help even your non-technical audience understand what's
happening on your network.
e Signature and Anomaly Based Detection and Prevention
- Our database, containing millions of restricted websites, is continuously updated
to block even the most recent websites with embedded malware.
e 24x7x365 Monitoring & Support
- Our Security Operations Engineers continuously monitor and analyze your
network in real time to make sure your devices are up-to-date with the latest in
global signatures. Technical Support is available for you day and night to
guarantee you get the support you need, when you need it.
e Device Change Availability
- Our Security Operations Engineers are always available to tune your devices and
to meet the changing needs of your network.

Contact us today to get started.
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