
Be Prepared
In today’s digital world, your business is susceptible to an 
array of security threats. Unsecured remote access is creating 
an open door for hackers to gain access to an organization’s 
LAN, Intranet and other critical systems. SPAM overwhelms 
users’ inboxes, requiring additional email client software to 
delete unwanted emails. Employees are constantly at risk of 
coming across a malicious website while browsing. And the 
list goes on. But these threats are often preventable, and 
there’s no reason not to be protected. 

At NTT Communications, we offer Uni� ed Threat Management (UTM). It�s our 
complete suite of security solutions that�s proactive, not reactive, security. And that�s 
the way it should be.

Our UTM services provide continuous monitoring and management with best-in-class 
security services on a single platform. It�s all managed by one device. Designed to keep 
you secure.

READY FOR WHAT’S NEXT

Our UTM device is the next generation of real time network protection systems, 
designed to support multi-threat security environments. Deployed as an integrated or 
standalone solution, our UTM services detect and eliminate the threats of today and 
the emerging threats of tomorrow.

All inbound and outbound network traf� c � ows through this device as it identi� es 
and destroys content-based threats (viruses, worms, intrusions, inappropriate web 
content) from email and web traf� c without degrading network performance. 
 
With our single, customized online portal, system management is easy. We give you 
intuitive reporting while helping you meet regulatory requirements. Our services are 
supported by certi� ed Security Operations Engineers, available 24x7x365 and backed 
by four fully redundant data centers distributed across the nation.
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OUR UTM SERVICES

Managed Firewall: Our Managed Firewall service includes ongoing assessments 
of your Firewall and DNS setup, Firewall administration (including rule changes), 
maintenance of traf� c � ow, and Firewall reporting. With our service you can be 
con� dent that your � rst line of defense is truly protecting your network.

Intrusion Detection and Prevention: We monitor suspicious activity from devices 
placed on the inside of your network, and when suspicious activity is detected, we 
immediately take action to stop attacks and to keep intruders off your network. Our 
certi� ed security professionals monitor your network, con� gure and maintain the UTM 
device, monitor logs, and analyze trends in intrusion attempts to ensure your network is 
secure. 

Virtual Private Network: With NTT Communications� VPN service, you get routing, 
encryption, authentication, and data integrity to ensure connectivity is managed 
across your networks. Our service connects remote users, branch of� ces, suppliers and 
customers with the cost and performance advantages of public IP networks and the 
security and control of private networks.  

Web Content Filtering: Our Web Content Filtering solution is the most advanced 
monitored content security product available on the market today. Our solution allows 
you to block and monitor all web traf� c, including sites that reduce worker productivity, 
non-business related sites, and sites that require excessive bandwidth usage. We also 
utilize a Ratings Server Database containing millions of restricted websites that is 
continuously updated to block even the newest malicious sites. 
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Anti-Virus: Protecting your network at the point where information enters adds an 
additional layer of protection to traditional desktop and server-based anti-virus. NTT 
Communications� Anti-Virus solution allows companies to scan all incoming IP traf� c 
(Web and FTP), as well as inbound/outbound email traf� c, for virus infection. Desktop 
virus defense alone cannot protect against viruses spreading in � le sharing or peer- to-
peer applications because they rely on a read/write operation to launch their scan. Our 
UTM Anti-Virus service blocks these memory-based threats in addition to traditional 
malware. Most importantly, network administrators can be relieved of the tedious task 
of updating virus patterns through the use of automatic updates.

Contact us today to get started.
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